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[ About This Document |

This is Part 2 of the 2-part team packet for the 2007n8@s#t Regional Collegiate Cyber Defense
Competition (CCDC). Part 1 provides the basic contesvmeand team rules, and this provides
the contest “scenario” and technical information on the congésbrk setup, including systems,
devices, and software used in the contest.

| Currency and Updates |

We will not add or modify this document, so you don't have toyadsout different versions — if
changes or additions are required, we will provide the infoomats supplemental documents.
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o 1234 Dockside Drive
Cb}C‘aAIC |mPOT’J09 Norfolk, VA 23511

Korhadeq Phone: 757-233-6123
Art and Antiquities Fax: 757-233-6144

February 14, 2007

Team Leader
IT Security and Support Team
Denton, TX 76203

To Our New Cycladic Family Members:

| am happy to welcome you as employees of Cycladic Imdarts,and look forward to you
starting work soon. We were lucky to find such a qualifiedi@@pable team to bring in, as our
last IT staff did not live up to the high standards of Benee that we expect of our employees.
While our IT resources were operational most of the tiheretwere constant problems with
poorly planned IT infrastructure, mis-configurations, anchexgsiders gaining access to systems
and sensitive company information. We hope your team gviiildbe to correct these problems
and have our systems professionally managed soon. AccordingHoman Resources
department, you are expected to arrive for work at 12:00 nobtaarh 23, 2007. Please check in
with HR at that time, get your company name badges, anéftegra short team briefing a
company representative will show you to your team facility.

In the rest of this letter | give a brief overview of oampany, describe what | know about our IT
infrastructure and the services we need to have avaifabteer to do business, and include some
documents that have been recovered from the previous IT S@ffie of this information may be
slightly incomplete, as the previous IT staff did not kikeppbest records, but I'm sure your capable
team will be able to discover what it needs from our systenes you arrive for work. If we
recover any additional documentation on systems from our recetsledn now and when you

start work, we will be sure to provide a copy to you so yaumake appropriate plans.

Company Overview: Our company specializes in imports from the Cycladands$, particularly
artwork and pottery. The Cycladic islands are famousdwings made from the local white
marble, and we have a thriving business in both modern aramorntiquities. Because of the
nature of our company, we have buyers that are overseas pdargéthe time, and other
representatives here in the U.S. that travel around thergdimaling markets for these goods. It is
vital that our IT infrastructure be reliable, accessiblaotely, and secure. We have an excellent
set of officers and employees, and | have attached a cordpaatory/roster so that you have a
list of people that you may be interacting with.

IT Services: Cycladic depends on its internal network, and the ahilitgliably log in and access
files in a reasonable manner in order to do business.teéo will be expected to manage this
internal network infrastructure, adding or removing employee atzamd filespace as necessary.

© 2007 Center for Information and Computer Security
4



2007 Southwest Regional Collegiate Cyber Defense Competition February 21, 2007

In addition, our company's web presence is very importantjswuiial that our web servers
remain available to the general public at all timé& have a few custom web applications that
our traveling employees rely upon — specifically, thereapmications for our employees to enter
orders as well as to log their time and travel expenBeese must remain available to our
employees. Of course, e-mail must be a highly relisdateice at all times. While | am the
business leader, and not a technical person, | have bedhabldere are several services that are
necessary for the technical operation of our network, suciN&sadd active directory. | trust that
you will see to it that these necessary services aretmpetaand reliable during your work for
Cycladic.

We have found documentation in the files left by the previowssdif that gives basic network and
service information, including host names and network addresses|l as a list of software that
is in use within the company. | have included that documentattbrthis letter so that you and
your team can begin planning your approach to managing our RetW@ also have a good and
detailed company IT policy, which we will supply in gagate mailing to you.

We look forward to welcoming you to Cycladic in person, and hiogigybu can put our IT

resources on a more solid footing.

Sincerely,

Christos Kefalas
Chief Executive Officer
Cycladic Imports, Inc.
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Cycladic Imports, Ltd.

Company Directory
For Internal Use Only

Name Position E-mail Phone
Office of the CEO
. . ckefalas@cycladicX.ccdc
Christos Kefalas President and CEO Or: ceo@cycladicX.ccde 6241
Heather Rodriguez Office Manager hrodriguez@cycladicX.ccdc 6955
Valerie Graham-Jackson| Administrative Assistant  |vjackson@cycladicX.ccdc 6904
Andrea Jones Receptionist ajones@cycladicX.ccdc 6123
Human Resources
rhernandez@cycladicX.ccdc
Rachel Hernandez Human Resources ManagerOr: hr@cycladicX.ccdc 6636
Roberta Owens Benefits Coordinator rowens@cycladicX.ccdc 6150
David Grant Administrative Assistant dgrant@cycladicX.ccdc 6787
Doris Weaver Administrative Assistant dweaver@cycladicX.ccdc 6507
Accounting and Legal
Laurie Crawford VP for Finance and CFO Icrawford@cycladicX.ccdc 6260
Joshua Morgan Tax Specialist jmorgan@cycladicX.ccdc 6286
. . ) kgonzalez@cycladicX.ccdc
Keith Gonzalez Compliance Officer or: compliance@cycladicX.ccdc 6170
Victoria Bennett Accounts Receivable Managetennett@cycladicX.ccdc 6183
Albert Gardner Accounts Payable Manager |agardner@cycladicX.ccdc 6264
Elizabeth Boyd Business Expenses Managereboyd@cycladicX.ccdc 6009
Sherri Farakos Administrative Assistant sk.ef_a Ias@cycladm)?.ccdc 6819
Or: finance@cycladicX.ccdc
Lillian Welch Administrative Assistant lwelch@cycladicX.ccdc 6343
IT Staff
... Undergoing Change .| \ \
Marketing and Public Relations
Paul Bradley VP for Marketing pbradley@cycladicX.ccdc 6191
Brittany Moreno Public Relations Manager |bmoreno@cycladicX.ccdc 6700
.. . wheeler@cycladicX.ccdc
Peter Wheeler Advertising and Sales Direct r- sales@cycladicX.ccdc 6206
Bonnie Carr Customer Relations Director |bcarr@cycladicX.ccdc 6925
David Matthews Office Manager dmatthews@cycladicX.ccdc 6338
Konstantina Onassis Sales Associate konassis@cycladicX.ccdc 6098
Mark Ray Sales Associate mray@cycladicX.ccdc 6244
Justin Owens Sales Associate jowens@cycladicX.ccdc 6304
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Cycladic Imports, Ltd.

Company Directory fi Continued
For Internal Use Only

February 21, 2007

Name Position E-mail Phone
Acquisitions
Alexis Dimitris VP for Acquisitions akefalas@cycladicX.ccdc 6441
Nikos Papadopolos Research Director npapadopolos@cycladicX.ccdc 6381
Heather Castillo Administrative Assistant hcastillo@cycladicX.ccdc 6434
L . dmelikis@cycladicX.ccdc
Dostoglou Melikis Head Purchasing Agent Or: purchasing@cycladicX.ccdc 6518
George Myers Purchasing Agent gmyers@cycladicX.ccdc 6018
Georgios Kostopulos  |Purchasing Agent gkostopulos@cycladicX.ccdc 6462
Logistics and Shipping
Thomas Howell VP of Operations thowell@cycladicX.ccdc 6995
Joan Chapman Administrative Assistant jchapman@cycladicX.ccdc 6270
Judy Tucker Inventory Manager jtucker@cycladicX.ccdc 6418
. - jgarcia@cycladicX.ccdc
Jose Garcia Facilities Manager Or: faciliies@cycladicX.ccdc 6899
Carl Harri Shipping Coordi charris@cycladicX.ccdc 6982
ar narms Ipping Coordinator Or: shipping@cycladicX.ccdc
Beverly Morrison Shipping Clerk bmorrison@cycladicX.ccdc 6055
Paul Mendoza Shipping Clerk pmendoza@cycladicX.ccdc 6060
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Cycladic Imports, Inc.
IT Structure and Network Diagram

naxos.cycladicX.ccdc

delos.cycladicX.cede Alias: mail.cycladicX.ccdc
FreeBSD
Windows 2003 Server Datat:gge \SServer
Domain Controller SMTP
Fileserver IMAP

paros.cycladicX.ccdc
Alias: www.cycladicX.ccdc
Alias: ns.cycladicX.ccdc

amargos.cycladicX.ccdc
Alias: www2.cycladicX.ccdc

Linux Windows 2000 Server
HTTP[S] / Web Applications : HTTP[S]
10.16.X.16 FTP 10.16.X.18 Legacy Web Applications
DNS
=0 >
10.16.X.17 10.16.X.19
10.16.X.32 10.16.X.33
10.16.X.1
firewall.cycladicX.ccdc
Fedora Core 6 _
— i using o
IPTables
santorini.cycladicX.ccdc mykonos.cycladicX.ccdc “
10.17.X.2
Windows XP Pro Windows 2000
CEO's workstation General Workstation
To Outside World
10.17.X.1
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Cycladic Imports, Inc.
General System Software In Use

Operating Systems Server/Application Software
Windows 2000 (workstation and server) Apache with PHP
Windows 2003 Server wu-ftpd
Windows XP Pro bind
Linux — Redhat and Fedora Core distributions sendmail
FreeBSD dovecot

mysq|

IS with ASP

Other Systems

Note: Cycladic Imports, Inc. is currently negotiating wiéimdors for upgrades to its IT
infrastructure. Possible future additions include dedicagédork appliances for firewalls and
routers (Cisco 10S based), a VoIP system, and individual ginte

Passwords

On leaving Cycladic, the previous IT staff set all adstrative passwords to “changeme” or a
blank password.
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